
F-Secure Anti-Virus for Microsoft Exchange

F-Secure® Anti-Virus™ for Microsoft Exchange protects Microsoft Exchange 
environments from viruses, worms and Trojans by scanning internal, incoming 
and outgoing messages in real-time. The product scans not only e-mail messages 
and attachments, but it also stops viruses in documents and notes posted to public 
folders.

Powerful Protection Against E-mail Viruses
Microsoft Exchange systems ensure efficient and productive information sharing, 
while at the same time they create a fertile ground for viruses. This is why virus 
writers often take advantage of the most commonly used e-mail and groupware 
systems. As e-mail viruses are able to reach all workstations in a corporate 
network only in a few minutes, companies without proper virus protection 
expose themselves to a severe risk of significant productivity and monetary 
losses as well as to loss of professional reputation when sending virus-infected 
messages to their customers and business partners. With F-Secure Anti-Virus for 
Microsoft Exchange, you can stop viruses already at the e-mail server, ensuring 
no viruses are able to enter or leave your corporate network.

Simple and Automated Administration
F-Secure Anti-Virus for Microsoft Exchange is easy to set up and administer 
even by companies with scarce IT resources. However, it also scales up to the 
needs of large enterprises by providing the possibility to deploy several virus 
scanner servers. The solution updates itself automatically without any intervention 
from the administrator. The administrator can configure and manage the solution 
either with an easy-to-use local user interface or with F-Secure Policy Manager™ 
that is included free-of-charge in the solution. F-Secure Policy Manager also 
offers a wide selection of reports that can be easily customized if needed.

K E Y  F E A T U R E S
 
Several Scanning Options
Supports real-time, manual and 
scheduled scanning as well as 
full and incremental scanning. 
On incremental scanning, only 
recent files are inspected, which 
minimizes the scanning time.
 
Attachment Filtering
Protects against fast spreading 
viruses by enabling attachment 
filtering based on file names or 
extensions.
 
Outbreak Management
Enables fast responses to virus 
outbreaks. The product notifies 
the administrator when the 
number of infections exceeds a 
certain level in a given time 
period.
 
Support for VS API 2.5
Utilizes the low-level 
Microsoft's Virus Scanning 
API 2.5, providing a solid, 
reliable and high-performance 
virus scanning implementation 
with Exchange Server 2003.
 
High Availability
Ensures the protected system 
does not suffer from operation 
disruptions. With a server pool, 
the system automatically 
connects to the back-up server 
if the primary scanning server 
becomes unavailable.
 
Load Sharing
Allows you to share e-mail 
traffic between several virus 
scanner servers in order to 
improve the performance under 
heavy e-mail loads.
  
Recursive Scanning
Detects viruses in several 
archive formats as well as in 
BinHex attachments and 
embedded OLE objects.
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24/7 Virus Research
Antivirus products are only as good as the research and 
dedication that are behind them. That is why F-Secure 
Anti-Virus consistently ranks at the top when compared to 
competing products. The F-Secure Anti-Virus Research Team 
is on call 24-hours a day responding to new and emerging 
threats. The research team, staffed with globally recognized 
virus experts, develops and distributes protection against new 
viruses within only a few hours after the discovery and in 
many instances well in advance of other antivirus vendors.

Maintenance-Free Virus Protection
F-Secure Anti-Virus for Microsoft Exchange provides a high 
level of protection with low maintenance costs. The solution is 
totally invisible to end users, thus ensuring that the protection 
cannot be by-passed and it is easy to maintain. To eliminate 
manual errors and reduce the administrator's work, virus 
definition databases are fully automatically updated several 
times per day with F-Secure's world-class update-delivery 
technology. The solution also saves the administrator's time by 
automatically scanning documents posted to public folders and 
protecting new mailboxes as they are created.

Superior Detection
F-Secure Anti-Virus for Microsoft Exchange utilizes multiple 
independently developed scanning engines, enabling F-Secure 
to offer the very best in detection and disinfection. Each of the 
scanning engines is specialized in detecting a different type of 
malware. For instance, the heuristic scanning engine protects 
against new and unknown viruses by detecting virus-like 
behavior. Hence, it is like having several antivirus products 
running at the same time without the need to download 
definitions and updates from several sources.

Extensive Alerting and Quarantine Services
The administrator can configure alert messaging in several 
ways and receive security alerts via local log files, application 
event logs, F-Secure Policy Manager, or SMTP. The product 
also allows the administrator to further investigate malicious 
code placed in a quarantine directory.

"F-Secure" and the triangle symbol are registered trademarks of F-Secure 
Corporation and F-Secure product names and symbols/logos are either 
trademarks or registered trademarks of F-Secure Corporation. Microsoft 
and Windows are either registered trademarks or trademarks of Microsoft 
Corporation in the United States and/or other countries. 
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A W A R D S  &  C E R T I F I C A T I O N S

Pick of the years 2001 and 2002
	 "By the final test we were under no 
	 illusions, as its consistency reigned on, 
	 disinfection was to prove this anti-virus 
	 solution was a really convincing security 
	 tool, one worth running on an Exchange 
	 server!"
	 (SC Magazine 2002)

S Y S T E M  R E Q U I R E M E N T S

Microsoft Exchange Server*
	 Exchange Server 2003
	 Exchange 2000 Server with 
	 Service Pack 3 or later

Platforms
	 Microsoft Windows Server 2003
	 Microsoft Windows 2000 Server with 
	 Service Pack 3 or later
	 Microsoft Small Business Server 2000

Processor
	 Intel Pentium III, 800 MHz or faster

Disk Space for Processing
	 500 MB or more depending on the 
	 number of mailboxes, the amount of 
	 data traffic, and the size of the 
	 Information Store (1 GB recommended).
 
*Note: The previous version of F-Secure Anti-Virus for 
Microsoft Exchange supporting Microsoft Exchange 5.5 SP4 
or later is also available on the latest CD.
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